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‘Perfect storm’ of risk suppresses confidence

Executive summary

Percentage of UK firms stating either confidence or caution in their ability to grow and prosper

Over the past six months there have been some dramatic changes in the  
risk landscape. 

Cyber and regulatory risk have pushed political and economic risk off the risk 
radar. As the frequency and severity of cyber risk increases and oversight, via 
the new General Data Protection Regulation (GDPR) steps up, so the threat of 
substantial fines is commanding C-suite attention. 

But two elements of boardroom risk are still failing to register – corporate and 
supply chain risk. Despite all the high-profile failures including most recently 
Carillion, Weinstein and KFC – these are two risks that still languish on the 
periphery of boardroom vision. 

Until business executives can get the balance right across the full range of 
boardroom threats, we predict that business leaders will continue to feel that risk 
is increasing and caution remains essential.

Confidence

70%

Spring ‘17

42%

Spring ‘18

28%

Autumn ‘17

Caution 

12%

Spring ‘17 Autumn ‘17

10%

Spring ‘18

30%

In our Autumn ‘17 Risk and Confidence survey we highlighted 
how companies’ failure to recognise a trio of boardroom risks – 
corporate, regulatory and supply chain – was threatening growth 
plans. In this report, we are pleased to note that companies have 
re-calibrated regulatory risk. However, in our view, they are still not 
giving corporate and supply chain risk the attention they deserve. 
It’s difficult to think of a time when corporate and supply chain risks 
have been higher. In our view, companies risk failing down the line if 
they don’t address these risks in a prompt manner. 

Dave Brosnan, CEO, CNA Hardy
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Confidence is rising but caution remains the watchword
A change of mood and focus is under way among executives leading UK 
businesses with operations in Europe. Confidence is staging a weak recovery 
following a stark dip in Autumn ‘17, but is yet to regain the heady levels we saw 
in Spring ‘17. Ongoing economic and political stability are supporting this uplift, 
which is borne out in terms of increasing investment in technology and research 
and development (R&D) to grow the top line. 

Underneath the confidence, which is particularly prevalent among larger 
businesses, caution prevails. Almost one third of UK business leaders are worried 
about the operating environment – three times more than at any point in the past 
year, with 80% characterising it as ‘moderate to high’ risk. 

European business leaders, though more confident than their UK counterparts, 
share the sentiment that the risk environment is extremely challenging.

Operational risk rises
A range of difficult changes are combining to create a higher-risk operational 
environment for businesses. In particular, business leaders are waking up to the 
twin threats of cyber and increasing regulation.

Cyber risk now tops the risk league for the first time in our research both in 
terms of what worries business leaders today and, what they think will dominate 
their concerns in six months’ time. Last year’s high profile cyber attacks raised 
awareness of cyber as a threat in a different league: state-sponsored, broad-
ranging and a credible threat to public and private assets.

Cyber risk now tops the risk ranking

Percentage of firms that say cyber risk concerns them most

But perhaps the most significant and unexpected finding is that regulatory risk, 
which barely registered as a concern in previous surveys, has broken through as the 
second most concerning risk on the C-suite agenda after cyber. This is a welcome 
and critical change.

Regulatory risk is rising up the risk agenda

Percentage of firms that say regulatory risk concerns them most

14%

25%

49%

Autumn ’17 Spring ’18 Autumn ’18

Autumn ’17 Spring ’18 Autumn ’18

8%

23%

32%
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The introduction of GDPR in May this year is a timebomb waiting to explode under 
UK and European businesses, just over half of which are still declaring themselves 
‘not ready’ for implementation. GDPR allows the Information Commissioner’s 
Office (ICO) to impose fines of up to 4% of turnover (not profit) and it is anticipated 
that the ICO will be looking to make early examples of companies that are not 
compliant, even where no breach has occurred.

UK and European businesses not ready for GDPR

But the threat from red tape is multi-faceted, reaching far beyond the threat to 
data privacy. 

Businesses are also being asked to implement complex new changes to support the 
Gender Pay Gap Information Regulations and the Modern Slavery Act; and will soon 
need to grapple with (as yet unconfirmed) changes to international trade regulations 
after Brexit.

Gender pay gap reporting in particular is a regulatory requirement which seems 
to have completely wrong-footed business leaders. As the recent spate of news 
coverage has demonstrated – regulatory risk opens the door very wide indeed to 
reputational risk.

1 Populus Survey: https://www.tsg.com/blog/business-strategy/60-businesses-are-not-ready-gdpr

Finally, while Brexit continues to polarise opinion in terms of its likely impact, in the 
short term it is a regulatory double whammy – British businesses must comply with 
current and pending regulation whilst also preparing for the upheaval that exit will 
necessarily entail. The fact that larger businesses are notably more confident than 
mid-size and smaller businesses in our survey this time, reflects the fact they have 
more resource and manpower to deal with the rising tide of Brexit-inspired red tape. 

Perfect storm of risk reshapes market and business priorities
As the combination of cyber, regulatory and Brexit stress reshapes the risk agenda, 
businesses are recalibrating in terms of market preferences and business priorities.

Shift in market focus

Our research shows a major shift of attitude towards Europe as a market, with a 
high proportion of UK business leaders turning their backs on expansion in Europe 
in favour of domestic growth. European business leaders meanwhile show little 
interest in the UK as a growth market, preferring to focus on Europe. Both UK and 
European executives share a growing interest in Asia, the US and the rest of world. 

Wherever you are based, entering foreign markets means enhanced supply  
chain complexity.

Businesses consistently fail to rate supply chain as a top concern, yet the triggers for 
disruption are growing more numerous and severe. For example, this Spring’s harsh 
weather events closed at least six UK ports. Cyber, another growing global risk, 
disabled Maersk one of the world’s largest global logistics businesses for two weeks 
last summer and impacted company results. Repercussions from the Hanjin Shipping 
insolvency caused widespread instability threatening the collapse of the world cargo 
market and there is concern in some quarters that there may be more to follow.

60%

Percentage of businesses not confident  
on data storage

12%

Percentage of businesses not ready  
for GDPR1
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Both the World Economic Forum and the IMF, in its latest Global Financial Stability 
report, highlight the potential risks posed by the build-up of global indebtedness. 
The IMF is concerned that non-financial sector debt in the G20 (i.e. the debt held 
by households, governments and non-financial companies) had risen to US$135 
trillion in 2016, up from US$80 trillion in 2007. In a high-debt cash-strapped world, 
supply networks are vulnerable to failures within the chain. Furthermore, many 
supply chains are run so lean that any change made by the business, potentially 
to trim costs, may be enough to trigger a significant failure. The recent closure of 
Kentucky Fried Chicken stores in the UK following the switch to DHL is a case in 
point.

In the current economic environment, supply chain exposures can only increase 
and businesses ignore them at their peril.

Shift in business priorities 

Technology is another risk that requires a re-set. 

Our Spring ’18 research shows a big swing towards businesses looking to prioritise 
investment spend on technology at the expense of hiring the best talent. But 
despite this re-ordering in terms of business fundamentals, it was surprising that 
only 11% of business leaders rate technology risk – the risk of IT system failure, 
disruption from new tech-enabled competitors or start-ups – as their top risk 
today, rising to a third as they look ahead six months.

Staff hiring  
declines

Technology  
investment rises

Technology risk  
fails to register

The business interruption cases we have seen in recent weeks are 
likely to be just the first of many as supply chains become ever more 
stretched, and it takes less to disrupt them. The combination of 
fewer main suppliers, forced to compete largely on price, sourcing 
more aggressively across a wide range of sub-contractors in a 
broad range of geographic markets represents both a unique 
concentration of risk among a few businesses, but also exposure to 
a much wider range of perils including natural catastrophes, power 
failures, cyber risk, strikes, political unrest etc. 

Mark Wing, Partner, Clyde & Co 

59%
49%

18%

46%

68%

11%

Autumn ’17 Spring ’18

Proceeding with 
hiring staff

Proceeding with 
investing in 
technology

Business leaders 
ranking technology 
as a key risk 
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As the Intel chip crisis demonstrated early in 2018, hardware vulnerabilities can 
create exposure to potential cyber fraud and fixing those vulnerabilities can impact 
operational performance. Investment in technology is essential, but by no means 
risk-free. Companies that invest in technology infrastructure need to manage the 
risks in order to reap the rewards. 

Work to be done 
Against the backdrop of a growing operational to-do list, it is little surprise that 
confidence remains relatively weak. Fewer than half of leaders (42%) are confident 
in the ability of their business to grow and prosper and almost one third (27%) are 
actively cautious as business leaders look ahead to Autumn ’18. 

But although the current mood represents a significant deterioration from Spring 
’17 when we first carried out our research, we should not lose sight of the fact that 
confidence has picked up since Autumn ‘17, albeit from a low base. What’s more, 
our latest research shows that there are many positive stories to tell at the sector 
level, particularly among tech-based industries. 

As insurers, it is our role to help businesses surmount the cyber and compliance 
risks which dominate board agendas today, respond to the challenges which they 
identify for tomorrow, and identify the gaps in risk analysis which could impact 
their growth plans in the UK, Europe and markets further afield.

Dave Brosnan 
CEO, CNA Hardy

Patrick Gage 
CUO, CNA Hardy

Risk management has become more complex and fast-moving 
bringing operational change. Many firms are devoting much resource 
to the dangers of cyber attack and data loss as well as the rising tide 
of regulatory risk. However, perhaps the lens is too tightly focused. 
While firms may be working on the specific operational patches to 
manage these challenges, they are not yet following through to 
see how it can affect and increase supply chain risk or their overall 
corporate risk. We believe the risk environment is moving too fast for 
many businesses to keep up, and as an insurer, our role is to support 
and advise our clients in this fast-changing environment. 

Patrick Gage, CUO, CNA Hardy
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By Autumn ‘18 

49% 
of UK businesses and 

46%  
of European 

businesses will rank 
cyber as their top 

concern

Sectors with biggest increase in concern about cyber risk

Sectors most concerned by regulatory risk

Political risk Economic risk

Regulatory risk becomes the 2nd top risk concern

Economic and political risk drop down the risk radar

Risk focus reset

Confidence still weak Caution risingCyber tops the risk radar

Caution is the watchword

Financial
services

Life 
science

Life science Transportation 
& logistics Construction

Professional 
services

4%

10%

6%

31%

28%

22%

Autumn ‘18

Spring ‘18

Spring ‘17

Risk environment deteriorating

70%

High/Moderate
risk

80%

79%

Low  
risk

30%

20%

21%

36% 31% 27%

26%

8%

20%

14%

28%

42%

10%

30%

Top three most confident sectors

Top three most cautious sectors

Life science

Financial services

Healthcare

Manufacturing

Tech

Construction

52%

48%

52%

36%

50%

32%

  Autumn ’17     Spring ’18

Autumn ’17 Spring ’18
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Big firms, (£1bn+)  
investment focus areas

Big firms (£1bn+) are eyeing 
Asia for growth

Businesses large and small turn to UK

Regions with the 
most growth 
potential both 
now and in six 
months’ time

Top three sectors investing in technology

Percentage of companies that are 
planning to cut back on staff hires 
in Spring ‘18

Top three sectors investing in R&D

Investment in tech and R&D go hand in hand

Tech and R&D investment 
impact hiring plans

Geographical focus is changingFocus on business fundamentals

Technology investment leads the charge Growth plans 
in Europe

Growth plans 
in the UK

63%

27%
Spring ’18

10%
Autumn ’17

46%

Life science Professional services

Technology

Fintech

84% 82%

Life science

78%

73%

66%

Firms planning to invest  
in technology

49% 68% 79%

Tech

9%

74%

R&D

22%

Fintech

80%

   Temporary 
staff 

  Permanent 
staff

8% 56%

Small (£5m-£25m)

12% 50%

Medium (£25m-£100m)

9% 33%

Large (£1bn+)

10%

19%

UK Europe Asia

46%

30%
27%

37%

14% 15%

  Autumn ’17     Spring ’18   Autumn ’17     Spring ’18      Autumn ’18
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Business leaders having an ‘aha!’ moment

Both in Spring and Autumn ‘17, business leaders consistently identified 
political and economic risk as their twin largest concerns. But the picture is 
changing radically as we move into 2018. 

Cyber risk has always been on businesses’ risk radar but never at the centre. 
Traditionally, political and economic concerns have dominated and cyber has been 
pushed out to the periphery as tomorrow’s big worry. Spring ‘18 marks the point at 
which tomorrow’s potential cyber risk became today’s top concern.

Shifting perceptions of major risks

Cyber risk moves centre stage
As the impact of Brexit is ‘normalising’ and businesses have become attuned to 
the relentless reporting of the political, trade and economic uncertainty it has 
generated, so business leaders are turning their attention to the more pressing 
matters that are having an immediate impact on their business.

2017 not only saw large-scale global business interruption caused by the Wannacry 
and not-Petya cyber attacks, it also highlighted the connection between technology 
and cyber risk as it became apparent that computer processing chips had inherent 
flaws in them that potentially enabled hackers to access data on computers. 

Against this backdrop it is not surprising that in Spring ‘18, cyber risk became the 
biggest issue that companies worry about, with concern rising across the board 
by a sharp 11% since our last survey. It is now the single risk most mentioned by 
respondents, with 25% rating it their number one risk in the UK and 35% doing so 
elsewhere in Europe.

All organisations are reliant on technology to operate their 
businesses. Therefore cyber is both a pervasive and ubiquitous 
exposure. This is why it is essential that the boardroom takes the 
risk seriously. Then it becomes embedded within the culture and 
you have a clear plan to mitigate and control the situation, even as 
technology and the business evolve. 

David Legassick, Head of Life Science, Technology  
and Cyber, CNA Hardy

31%

26%

Cyber risk

25%

14%

Spring’17Spring ’18

Regulatory risk

23%

10%

Economic risk

14%

Political risk

8%
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Evolving risk perceptions

Company risk concerns

Companies have signalled they expect their concern over cyber risk to be a persistent change rather than a blip, with 
almost half (49%) of respondents believing they will be more concerned about cyber risk in six months’ time. This 
level of agreement on the key risk to watch is unprecedented, taking cyber from a specialist concern among 
sectors that understand it best (fintech, tech and healthcare) to something much more widespread.

UK and European businesses are focused on cyber 

Percentage of UK businesses believing 
they will be more concerned about cyber 
risk in Autumn ‘18.

Percentage of European businesses 
believing they will be more concerned 
about cyber risk in Autumn ‘18.

Regulatory

Supply chain
Corporate

Political
Economic

Technology
Cyber

Terror

Spring '17 Autumn '17 Spring '18 Autumn '18

0

10%

20%

30%

40%

50%

49% 46%

FAST FACTS -
RISK OVERSIGHTS
Corporate risk: still a blind spot in Spring ’18

Percentage of firms ranking corporate risk as a major concern in Spring ‘18

Life science

4% 
Fintech

6% 
Professional 
services

2% 
Tech

8% 

Top three sectors for supply chain risk

Bottom sectors for supply chain risk in Spring ‘18

Terrorism risk is consisently ranked bottom by company leaders, 
barely registering on the risk radar in any of our surveys.

Supply chain risk: the view varies by 
sector in Spring ‘18

Terrorism risk: firms feeling bold

Healthcare

18% 
Life science

12% 
Construction

11% 

Fintech

4% 
Transportation  
& logistics

4% 
Tech

2% 

1% 2% 

Percentage of firms ranking supply chain risk as a key concern in Spring ‘18

 Spring ’18 Autumn ’17
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Perfect storm brewing?
Regulatory risk has never been a key consideration for business leaders in previous 
surveys, consistently languishing among the three risks least likely to top the list 
of boardroom concerns. In Autumn ’17 only 8% of leaders cited it as their key 
concern, although 23% felt it would spike in Spring ’18. This of course coincides 
with the introduction of the GDPR in May.

Our survey results for Spring ’18, in which cyber risk ranks first and regulatory risk 
second, demonstrate business leaders understand the perfect storm of risk they 
now face. Frequency and severity of cyber risk is increasing; oversight courtesy 
of the new GDPR regulation is stepping up; the costs of managing a data breach 
and the potential fines (4% of global turnover) are considerable and a real threat to 
operations and reputations.

Regulatory risk is piling up
Of course, there is more to regulatory and compliance risk than GDPR. Having already 
swallowed the Modern Slavery Act in 2015, which required firms to undertake new 
levels of due diligence on their suppliers and extend knowledge of their supply chains, 
in 2018 firms are facing the implementation of the Gender Pay Gap reporting rules.

On the face of it this is not a risk, merely a reporting requirement, but in the 
current febrile news environment fuelled by the Weinstein and #me too campaign, 
being caught on the wrong side of the gender issue is a regulatory burden that 
opens the door to significant reputational risk.

With the average UK cost of £98 per lost or stolen record, if companies 
are not deleting or anonymising personal data when no longer 
required, fines and the cost of remediation can very quickly escalate. 
Redundancy say in 10,000 customer records could add an extra £1m 
to the cost of a data breach. Spending money up front on prevention 
through GDPR projects at board level is an essential investment. 

Christian Taylor, Legal Director & Data Protection Officer, CNA Hardy

Risks that are on the social and political agenda are much more 
problematic. Gender pay is much more emotive – the media is 
very focused on it. People can catch onto something and then it 
becomes a real reputational risk. 

Ashley Golland MD – Ixys UK

We only have to look at the news agenda to see how divisive and damaging the 
issue of gender pay gap reporting has become. Businesses appear to have been 
completely wrong-footed by a piece of well-signalled regulation.

The City, fintech and tech are areas that are known to suffer from low numbers of 
female employees, but the size of reported pay gaps merely compounds this issue. 
The new regulations have also exposed how women fail to make it to the top in 
professions where they are often thought to be stronger -  
like professional services.

It was striking how many of our interviewees commented on the reputational threat 
of being caught on the wrong side of workplace gender issues.
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Rising awareness of regulatory risk may also have been fuelled by the increase in 
the number of Deferred Prosecution Agreements (DPAs), with several hitting the 
headlines in 2017, in particular the Rolls Royce and Tesco cases. Companies opted 
to go down the DPA route in order to limit the scope for future investigation and 
prosecution of known issues have in turn driven up interest in directors & officers’ 
liability (D&O) protection.

Awareness of regulatory risk rising across UK and Europe

Each business sector faces its own compliance challenges
Interestingly, the Spring ’18 survey shows that concern about regulation runs across 
all sectors but is highest in life science. This highlights the challenges facing highly 
regulated sectors where the uncertainty and potential impact of Brexit are having a 
significant impact. 

For example, after Brexit, the EU will require UK life sciences companies to 
register as a ‘third country’, and this will place significant new burdens on the 
testing, import/export and regulation of UK medicines across Europe. With little 
hype, the European Medicines Agency (EMA) is also in the process of moving its 
European headquarters from London to Amsterdam, a physical demonstration of 
the regulatory barriers that this industry is facing. This is just one example of post 
Brexit sector-specific regulatory challenges that need to be tackled.

The sector recognises the uncertainty of Brexit – it affects logistics 
in major way. There is a real lack of information as to what form 
Brexit will take. The industry has a record of making pragmatic 
decisions. We won’t get the notice we want and it will be ugly for a 
while, but most of the infrastructure is in place. In the end, sensible 
people will come to an arrangement that benefits both sides fairly. 

Mervyn Griffiths, Director, Strategic Shipping

Percentage of UK business leaders 
expecting to be more concerned about 
regulatory risk in Autumn ‘18.

Percentage of European business leaders 
expecting to be more concerned about 
regulatory risk in Autumn ‘18.

32% 41%

Regulatory risk concerns

Percentage of businesses that rank regulatory risk as their major concern

Brexit, Brexit, Brexit
Brexit was mentioned time and again by respondents in our survey. They know that 
Brexit is likely bring new tariff and regulatory requirements; as well as challenges with 
recruiting and deploying staff across countries. As this combination of cyber, regulatory 
and Brexit stress reshapes the risk agenda, our data suggests business leaders are 
recognising the new world order and adjusting their risk perceptions accordingly.

Professional

Services Tech Life

Science
Healthcare

Manufacturing

Construction

Transportation 

& Logistics
Financial

Services Fintech

0

5%

10%

15%

20%

25%

30%

35%

40%

Spring '17 Autumn '17 Spring '18 Autumn '18
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Confidence is improving but caution is the watchword

As business leaders adjust to the changing risk environment, business 
confidence is improving from the deep low experienced in Autumn ’17. 
However, ‘caution’ remains the watchword.

Risk & Confidence Index, Spring ’17 to Autumn ‘18

Percentage of companies that are either confident or cautious about their ability to grow and prosper, 
combined with their perception of the risk environment

In Spring ‘17 our research showed that confidence was riding high, with 70% of 
business leaders feeling upbeat about the ability of their businesses to grow and 
prosper, despite the heightened risk environment. One year on, only 42% are 
feeling confident, and three times more business leaders report they are actively 
cautious compared with six months ago.

Meanwhile risk continues to creep upward. While 70% of business leaders saw the 
operating environment as moderate to high risk in Spring ’17, one year later 80% are in 
that camp and the prediction for Autumn ’18 sees this enhanced sense of risk persisting.

What’s behind the changing mood? 
Confidence in the strength of the global economy is a big plus factor for 
businesses in Spring ’18 compared with six months ago. 

Companies we spoke to commented positively about supply chains extending as 
competition for raw materials increases, about rising demand and the ongoing 
positive impact of sterling devaluation for exporters. The fact that political risk – 
absent the particular challenges of Brexit – has dropped off risk radars was a real 
positive, contributing to a strong sense that businesses are now free to concentrate 
on the risks which they can actually do something to mitigate – like cyber, 
compliance and conduct risk. 

Confidence is fragile. Economic conditions globally have been good, 
but businesses are concerned whether they will last. Will nationalist 
politics destroy our new found value and stability? 

Ailsa King, Chief Client Officer, Marsh
Confidence

Spring ’17 Autumn ’17 Spring ’18 Autumn ’18

RiskCaution

0

20%

40%

60%

80%

No room for complacency
Although the mood is improving, businesses acknowledged there is no room for 
complacency. The downside of being free to focus on the risks that businesses can do 
something to mitigate, is that failure to do so creates substantial reputational risk.

In the current climate of opinion, where conduct and governance issues are 
dominating the news headlines, and entire industry sectors are coming under fierce 
scrutiny, it is little surprise that 30% of business leaders are now actively cautious 
compared to only 10% six months ago.
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As people get more confident it becomes a self–fulfilling 
prophecy. The biggest risk is confidence itself. The fundamentals 
haven’t changed. 

Ashley Golland, MD – Ixys UK

The never-ending burden of regulatory changes ... is slowly sucking the 
life out of financial services firms and has repercussions far beyond the 
square mile. 

Rain Newton Smith, Chief Economist, CBI

The picture around sector confidence is beginning to settle 
A pattern is beginning to emerge in terms of sector confidence. 

Construction and manufacturing weakening

Construction and manufacturing have gone from being two of the most confident sectors 
in Spring ‘17 to the two least confident sectors today. Financial services likewise is a sector 
where confidence has been in steady decline since our research began in Spring ‘17.

Output from UK construction has been largely confined to housebuilding as 
volumes of civil engineering and commercial activity have been falling. The Carillion 
bankruptcy has done little to boost business confidence and there is a sense that a 
lack of big ticket new infrastructure projects will persist this year. 

For manufacturers, there is a sense that although conditions are improving, there 
is caution because of uncertainties surrounding the outcome of Brexit negotiations 
and the threatened shortage of skilled workers in the coming decade. Although 
companies that we spoke to expressed confidence in overseas trade and believe 
conditions are good for growth, they are erring on the side of caution, keeping their 
powder dry for investment in productivity-enhancing digital technologies, while 
growing more cautious on hiring and foreign expansion.

Financial Services confidence declines

Confidence among financial services has declined consistently since our survey 
began, largely because of Brexit, but interestingly research by the UK’s CBI, the 
Confederation of British Industry, highlights how regulation is also taking a heavy 
toll on business, and in particular financial services.

Top three most cautious sectors now and in six months’ time

 Spring ’18      Autumn ’18

36% 32% 40% 38% 36%48%

Construction Manufacturing Financial 
Services

Construction Manufacturing Financial 
Services
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Healthcare and life science perennially confident

On the confident side of the chart we see healthcare and life science persistently 
among the most confident business sectors, followed by fintech and tech. 

Demand for healthcare continues to rise as the population ages, affluence increases and 
expectations grow that the life science industry will create the therapies, diagnostics, 
devices and medicines that will shape the future of health. In addition, the UK government 
has publicly recognised that healthcare and life science are investment priority areas.

Tech and fintech buoyant

On the tech and fintech front, the UK is known for its strength in innovation and 
there is faith in the pipeline of talent coming out of the top universities. Our 
research has consistently shown that tech is a top investment priority, a factor that 
is sustaining high levels of confidence within these sectors. For fintech in particular, 
there is a growing confidence that irrespective of where the bulk of trading is done, 
fintech companies will continue to serve their trading customers around the world.

Top three most confident sectors now and in six months’ time 

 Spring ’18      Autumn ’18

Big businesses are most resilient
Bigger businesses have not always come out as more confident than medium 
sized or smaller businesses in our research. However, in the Spring ’18 data the 
difference is clear. Larger companies are almost twice as confident as smaller 
businesses and 20 percentage points clear of their mid-size peers.

In an environment where many uncertainties remain and where key risks – cyber and 
compliance – require significant levels of investment to ensure strong performance, it 
would seem that larger companies are at considerable competitive advantage.

Gap between large and small increasing

72%
67% 71%

57%

36% 33%

Spring '17 Spring '18

£1bn+  £25m-£100m £5m-£25m

Percentage of firms by size 
which are confident about their 
ability to grow and prosper

52%

Healthcare

52%

Tech

50%

Life Science

74%

Fintech

66%

Healthcare

60%

Life Science

UK life science is thriving on the back of the UK government’s 
strategic industrial strategy which is boosting investment and 
supporting businesses to respond to the opportunities of 
demographic change and pioneering R&D. Where life science leads, 
healthcare follows as service providers embrace new solutions. 

Rhonda Buege, VP, Head of Healthcare and Technology, CNA Hardy
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Business fundamentals

Percentage of firms that are proceeding with investment in key business areas

Brexit is damaging confidence around hiring
In part the reduction in plans to invest in staff seems to reflect uncertainty as we prepare 
to leave the EU. 60% of the business leaders we spoke to believed that Brexit would 
damage their ability to access and retain top talent. Nearly a quarter were concerned 
that Brexit would have an impact on hiring, depending on the final exit terms.

Uk business leaders’ views on impact of Brexit on hiring

Lack of long term investment has consequences
But there may be something more fundamental going on besides the impact of Brexit.

The problem of persistently failing to make investments in plant and equipment is that 
the foundation for long term, significant growth keeps getting delayed. With only 50% 
of businesses on average proceeding in this area, there are fewer opportunities to create 
jobs as the infrastructure to house and manage the workforce is simply not there. 

Another factor that may be impacting companies’ ability to hire is the sense that 
merger and acquisition activity is set to increase. 2018 has already seen a spate of 
activity in the insurance sector in terms of M&A, with other sectors likely to follow. 
Although this is an area of business development which persistently lags other 
routes to growth in our Spring ‘18 survey, a number of the business leaders that we 
spoke to feel the mood is changing.

19%

9%

9%

6%

11%

9%

Cutting back Proceeding

Autumn ’17 Spring ’18

60%

59%

68%
49%

52%

51%

Investing
in Tech

Investing
in R&D

Investing in 
topline growth

Hiring
staff

Investing in
corporate development

Investing in
plant and equipment

We are starting to see lots happening in the corporate development 
and M&A space. The fall in hiring could be related to this. It’s hard to 
hire successfully when the business is going through a period of change. 

Ailsa King, Chief Client Officer, Marsh

Technology topples talent as top area of focus
Technology and talent have always been the main areas of investment focus as 
businesses have sought to grow the top line. This survey showed a marked change 
in tack. In Spring ‘18, businesses are still prioritising technology, with 68% making 
this their main focus. However, for the first time we see a pull-back in terms of 
hiring with 19% of companies actively cutting back on staff recruitment.

Brexit will damage hiring

60%

Brexit will change hiring

24%

Brexit will make no 
difference to hiring

16%
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Mind the gaps

Our data shows how cyber, regulatory and Brexit stress are reshaping today’s 
risk agenda and that business leaders are rising to the challenge in terms of 
how they re-cast business priorities. 

As we look ahead, our data suggests there are three areas where companies 
will need to focus more closely. The first is technology risk – which is so closely 
linked to protecting against the top-ranked cyber threats and boosting company 
reputation as a safe and trusted brand. The second is corporate risk. This is 
still failing to register despite the prevailing climate of opinion which expects 
businesses to apply high standards of governance and transparency in every sector 
– not just among the somewhat tarnished worlds of charity, film and media. The 
third key risk area is supply chain which we address in more detail on p 22.

Technology is a double-edged sword
Technology is consistently a key focus of business leaders as a tool to drive top line 
growth and create business efficiencies. Businesses depend on technology for every 
aspect of their operation and having the best available is an investment in service and 
the ability to offer great competition. In an increasingly online world, technology is also 
the basis of a strong brand. Financial services, retail, healthcare – any sector which holds 
sensitive customer information needs to be seen to operate transparently and fairly 
and, to offer the highest standards of data protection and privacy to its customers.

But technology is not without risk. As businesses rely increasingly on big data, AI 
and greater use of cloud applications, so they are increasing their exposure to data 
security and broader cyber risks.

Given the scale of the opportunity facing businesses today, it is hardly surprising 
that new technology is one of the leading areas of investment for both UK and 
European businesses, and that in both regions, the majority of firms expect to 
continue to be investing in this area in six months’ time.

Technology is top investment in UK and Europe

In Autumn ‘17 and Spring ‘18 companies are failing to identify technology as a 
key risk to the business. The picture improves slightly as companies look ahead to 
Autumn ‘18 when a third believe that technology risk will be their top concern.

Few firms prioritise technology risk

18%

Autumn ‘17

11%

Spring ‘18 Autumn ‘18

33%

Autumn ’18

Percentage of UK 
businesses investing in 
technology

Percentage of European 
businesses investing in 
technology

68%

50%

82%

63%

Spring ’18

18
Spring ’18



Technology risk impacts productivity
When hackers aren’t targeting staff they are looking for weak spots in a company’s 
IT system as a way in to the valuable data and intellectual property it contains. This 
was why the problems with Intel and other processing chips that hit the headlines 
early in 2018 were so concerning. Although after some initial confusion, patches 
were rapidly available, their implementation slowed systems by up to 9% – a 
significant loss of operational efficiency for any firm. This is an excellent example of 
how technology risk can transform from something affecting computer hardware 
into a full-on operational and management challenge.

The chip issue also raises concerns for customers’ risk and insurance planning, 
creating risks that do not fit neatly into pre-existing insurance silos. If it’s a 
hardware risk, then will it be covered by product liability insurance. But, if a system 
is hacked due to the flaw then is it a cyber risk? If company managers do not 
ensure that security patches are applied, and they have a breach, in addition to a 
GDPR compliance risk, the potential D&O and errors and omissions risks are clear. 
There are also supply chain and business interruption risks. The list goes on.

Technology and cyber: flip sides of the same coin 
In many ways cyber risk and technology risk are flip sides of the same coin, but 
cyber as the more alarming of the two, seems to dominate, allowing technology 
risk exposures to grow apparently unheeded.

Corporate risk is destroying businesses
It is difficult to think of a time when corporate risk has been higher. Corporate 
risk is defined in our research as the risk of fraud, corruption, poor governance or 
pension exposure. In the current climate, all stakeholders in business – customers, 
investors, suppliers, regulators – society in other words – are setting ever higher 
expectations of behaviour, governance and transparency.

The BHS pensions debacle, problems of conduct right across the charity sector, 
gender discrimination in film, broadcast and media are creating a climate of 
mistrust, raising the stakes for business leaders and putting corporate reputations 
very much on the line. With a number of companies going into receivership and the 
Weinstein Co filing for bankruptcy as we go to press, it is all too clear where, if un-
recognised and un-managed, corporate risk can lead.

Corporate risk ranking is stubbornly low

11%

Percentage of companies 
ranking technology as their 
top risk in Spring ‘18

In our view, business leaders’ focus on regulatory risk takes them half 
way home. Regulations hold companies to account and shine a light on 
shortfalls. In order to mitigate the risk of reputational damage leading 
to corporate failure, companies need to ensure better management of 
corporate risks including governance, conduct and fraud. 

Dave Brosnan, CEO, CNA Hardy

Percentage of business leaders identifying corporate risk 
as key in Spring ‘18 and Autumn ‘18

10%

Spring ‘18

20%

Autumn ‘18

25%

Percentage of companies 
ranking cyber as their top 
risk in Spring ‘18
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’Anywhere but Europe’ strategy doesn’t excuse supply chain oversight

The last six months has seen a significant swing in geographical focus 
according to our Spring ’18 data – with a marked shift by UK multinationals 
away from Europe as a future growth market. Europe’s loss appears to be the 
UK’s gain, while interest in Asia continues to steadily build.

Geographical focus is changing

The substantial shift out of Europe to the UK domestic market by UK firms, a 
drop of 36 percentage points, is consistent across all sectors surveyed. Although 
interest in Europe’s markets is predicted to increase by 10 percentage points in six 
months’ time – the current sentiment appears to be ‘anywhere but Europe’ when it 
comes to business growth. 

For the record, antipathy toward Europe is matched in equal measure by European 
disinterest in the UK as a growth market. Only 2% of European multinationals 
identify the UK as a market of interest compared with 74% focusing on Europe, 
13% on Asia and 7% and 4% respectively on the US and the rest of the world.

The regions UK companies prefer as their target growth markets

Percentage of businesses looking to growth in Europe, split by business sector

Brexit is a source of political uncertainty and fear of a hard 
Brexit is certainly fuelling volatility. However, there is a danger 
that businesses are over-thinking it. Transition arrangements are 
developing and the UK and Europe share a common interest in 
preserving the trade flows which have benefitted us all.

Patrick Gage, CUO, CNA Hardy

Businesses turn their backs on Europe
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FAST FACTS -
VIEW FROM EUROPE

European 
companies 
turning their 
backs on growth 
in the UK

Percentage of firms that are confident 
about growth and prosperity prospects

Top three risks for European firms

Risks of least concern

European 
companies are 
much more 
confident

The risk view from Europe

35%  

Cyber 
22% 
Regulatory 

13% 
Corporate 

7%  

Supply 
chain 

7% 
Political 

4% 
Economic 

UK firms European firms

87%

48%

76%

42%

 Spring ’18    Autumn ’18

of European companies 
prioritise UK in Spring ‘18

of European companies expect 
to prioritise UK in Autumn ‘18

2%

7%

An eye on the tiger
Asia continues to rise up the ranks as a potential growth territory, particularly with 
financial and professional services, manufacturing, fintech and life science firms. 
The future in Asia however, is not all rosy with a combination of new regulations, 
increasing labour costs and differing business cultures, potentially serving to 
dampen company growth ambitions in many countries in the region.

Size matters
Asian market growth ambitions appear to be the domain of the £1bn+ plus firms 
– with our Spring ‘18 survey data showing over double the number of C-suite 
executives looking for growth in Asia compared to Autumn ‘17. This however, is not 
the situation for mid- size firms (£25m-£100m) and smaller firms (£5m-£25m) whose 
Asian market growth ambitions have not really changed over the past six months.

Large firms twice as likely to prioritise Asia

Percentage of companies looking for growth in Asia, split by 
company size

9%

£1bn+ £25m-£100m £5m-£25m

9%
7%

22%

9% 10%

Autumn ’17 Spring ’18
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Looking further afield
North America does not appear to be a significant target growth market for most 
businesses we surveyed. The complexity of complying with different regulations 
at state level, combined with uncertainty over future trade policies, tariffs and tax 
treatment may be diluting interest. 

The ‘rest of the world’ markets still bump along the bottom for most sectors with 
only a few C-suite executives saying they are seeking growth outside the UK, 
Europe, US and Asia. This situation will be interesting to monitor post Brexit, if the 
UK is free to strike international trade deals.

Supply chain remains a significant risk oversight
Whether businesses are in expansive mood or more focused on domestic 
growth, one critical issue continues to be overlooked, as supply chain risk remains 
consistently near the bottom of the C-suite’s risk ranking. Although it looks set for 
an upgrade in Autumn ‘18, we note that companies persistently rank supply chain 
as a future, rather than a current risk.

More focus required
Businesses consistently fail to rate supply chain as a top concern, yet the triggers for 
disruption are growing more numerous and severe. For example, this Spring’s harsh 
weather events closed at least six UK ports. Cyber, another growing global risk, 
disabled Maersk one of the world’s largest global logistics businesses for two weeks 
last summer and impacted company results. Repercussions from the Hanjin Shipping 
insolvency caused widespread instability threatening the collapse of the world cargo 
market and there is concern in some quarters that there may be more to follow. 

Both the World Economic Forum and the IMF, in its latest Global Financial Stability 
Report, highlight the potential risks posed by the build-up of global indebtedness. 
The IMF is concerned that non-financial sector debt in the G20 (i.e. the debt held by 
households, governments and non-financial companies) had risen to US$135 trillion in 
2016, up from US$80 trillion in 2007. In this just-in-time world, many supply chains are 
run so lean that any change made by the business, potentially to trim costs, may be 
enough to trigger a significant failure. The recent closure of Kentucky Fried Chicken 
stores in the UK following the switch to DHL is a case in point.

Businesses ignore supply chain risk at their peril. 

Percentage of firms that rank supply chain risk as a major concern

8%

Spring ‘17

8%

Spring ‘18

28%

Autumn ‘18

6%

Autumn ‘17

The issues are complex. It is relatively easy to perform deep vetting 
on a company’s known main suppliers, all of whom will be required 
to meet the appropriate regulatory standards – ISO, employment, 
health and safety etc. – and all of whom are subject to external 
audit. The challenge is for companies to get their arms around the 
broad network of suppliers, transport agents and smaller businesses 
supporting these main contractors, for whom there may be no 
central procurement process and therefore less data available. 
Knowledge of the extended supply chain is essential if this risk is to 
be managed and cover to be made effective and affordable.

Mark Wing, Partner, Clyde & Co
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FAST FACTS -
COMPANY SIZE FOCUS

Current investment areas

Planned cutbacks

Size matters – 
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Terror risk also fails to register
Another threat to business continuity is a terror attack.

Recent terror attacks have been random and small scale, directed at individuals and the desire to spread fear 
rather than inflict financial and physical damage. This change from the high profile 9/11 style attacks on property 
is likely to explain the low ranking given to terror risk in our Spring ’18 data. However, it is interesting to note 
that C-suite executives do not think that this risk has gone away, and overall the trend is rising from 2% in 
Autumn ‘17 to a predicted 29% in Autumn ’18.

Terror fails to terrify, for now

Boardroom risks remain
In our last Risk and Confidence survey we highlighted how companies’ failure to recognise a trio of boardroom 
risks – corporate, regulatory and supply chain – was threatening growth plans. In this report, we are pleased to 
note that companies have recognised regulatory risk. However, they are still not giving corporate and supply 
chain risk the attention they deserve. It’s difficult to think of a time when corporate and supply chain risks have 
been higher. In our view, companies risk failing today because they did not manage these risks earlier.

Percentage of firms 
that rank terror risk as a 
major concern

Autumn ‘17

2%

Spring ‘18

1%

Autumn ‘18

29%

 Spring ’18    Autumn ’18

The relentless pressure to cut prices has led to the creation of supply chains of mind-boggling 
complexity and business models that no-one properly understands. When you consider the speed with 
which information travels, boards shoud not be surprised when public relations disasters take place. 

Paul Hopkin, AIRMIC Technical Director

Percentage of firms rating the risk environment as moderate to high

Percentage of firms confident in their ability to prosper and grow
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Opinion Matters, an independent research agency conducted the quantitative research on behalf of CNA Hardy. 
The Spring ’18 research was undertaken over a four-week period in January and February 2018, via an online survey 
conducted with 450 business leaders of UK multinational firms and 50 business leaders of European multinational 
firms, all with operations in Europe, with a turnover ranging from £5m up to more than £1bn.

In addition, Luther Pendragon, a London based communications agency, undertook telephone interviews with 
10 business leaders of firms from across the target business sectors. Some of their opinions are captured in the 
verbatim comments quoted in this report.

There were 50 or more respondents to the online survey from the following industry sectors:

• Manufacturing
• Construction
• Transportation and Logistics
• Financial Services
• Professional Services
• Tech
• Fintech
• Healthcare (excluding NHS organisations)
• Life Science

Similar research was undertaken in Spring ’17 and Autumn ’17 with 450 business leaders of UK 
multinational firms with operations in Europe.

Luther Pendragon worked with CNA Hardy to analyse the data from the research and to 
prepare this report.

Methodology


